£y
", THE UNIVERSITY (\)}"]:'D[NBURGH

@ informatics

] =1

Quantum Software Lab

Quantum Cryptography (Part 1)

Mina Doosti

CEMRACS Quantum Summer School

CIRM (Centre International de Rencontres Mathématiques), Marseille

July 2025



O=L_>

Quantum Software Lab

Faculty

| Mitos Prokop lateus 1 z i Kyle J.S. Campbell a Liam Veeder-Sweeney

Affiliate Members

Michael de Dliveira o o Yar la Mhiri JosephK L Lee

Antonio Barbalace Dr

e




Outline:

A Why quantum cryptography?

A What is quantum cryptography

A Cryptography based on physics: What tools does quantum mechanics give us?
A Quantum information crash course! (Important stuff you need to know)

A QKD

A Why QKD works?

A Security proof of QKD



Why do we need a new kind of
cryptography?



Quantum Zero Day!

World 1: Panic! No crypto, no security ‘Q “"‘Q_Q

22 NI R HY /KAfEtX ¢S atAaftft KI 4 S O dzNRE
& f ENCRYPTION BROKEN!
"é ~ 72 .3 QUANTUM COMPUTER BREAKS ENCRYPTION. COMMUNICATION CHANNELS UNSECURE

Why can this happen?

breakyourownnews.com

BREAKING NEWS

=T Ol f &
| have a quantum
algorithm that can
factor large numbers
efficiently, something
we assumed could
never be efficientYay

. Sasz o0dzi oNRB \NUKI GQa

the assumption we use for
cryptography!

It means your algorithm

breaks public key crypto!




Quantum Zero Day!
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the assumption we use for
cryptography!

It means your algorithm

breaks public key crypto!




A little history of cryptography: Battle of code makers and code breake

Ancient Ciphers (Code Makers and code breaker in even battle)

Caesar Ciphgr50 BCE): Shift letters by 3: simple, but effective in ancient Rome.

Code breakers got smarter and figured it out

Code makers got smarter and made all kinds of hiding and complicated shift§;reta! code
makers thought they won)

Frequency Analysis (Code Breakers strike back!)
Al-Kindi(~9th century): Cracked substitution ciphersamalyzindetter frequencies: The first
general and sophisticated method for cryptanalysis.

World War II: The Crypto Arms Race |
Enigma Machine (Code Makers): German military encryption using electromechanical rotors; #&==
Bletchley Park (Code Breakers): Alan Turing and team cracked Enigma, shortening the war ; {0

years.

Modern Era: Rise of Mathematical Cryptography

1970s:Publickey cryptography (RSA, Diffigleliman)changed the game, secrecy without
shared keys.

Code Makers win... Until qguantum

And then code makers had tcome upwithy S ¢ &I & & X
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Quantum Computers can solve efficierithgtoringanddiscrete logland variants of them)

This is what most of pubHcey cryptography is built on!

And we have the huge progress of quantum hardware today!

Google's Willow105 qubits 433-qubit IBM Quantum Osprey processor Helios 56 qubits

) IONQ @ X ANAD U ¥|PsiQuantum

Are we not there yet?




When can this happen?

éThere has been many recent progress in Quantum Error Correction, making the algorithms like Shor more possible

Quantum hardware is getting better every year, hence studyingtiaetical viabilityof quantum threats is
becoming more vital

Can weunderstand when currently deployed cryptographic protocols will become vulnerable to quantum attacks?
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The burden of knowledge!
b2g GKIFEG 68 1y2s Ftf GKAAZ 6S OFLyQil o6FAG GAff SOSNE
1.2S ySSR (2 FTAYR yS¢ gleéa G2 YIAYOGlIAYy aSOdzZNRAGe Ay G

2. Cryptography is not just theoretical; it needs todeployableandefficient.
3. Even if we find good solutions it will take time to adjust the infrastructure and change the standards, etc.

2 KAOK A& oKeé SOSNE2YS &a0FNISR t221Ay3 F2NI ySg az2f dzia

e

Finding new mathematical assumptions: Probler
that are also hard to solve for quantum compute

Nature breaks and nature makes!




Quantum Cryptography: Cryptography enabled by physics

f AYAGLFLOGAZ2YE 2F |

< Quantum Cryptanalysis & Quantum Cryptography )

dzl y i

Finding the balance between the power anr

- Quantum systems have very
interesting norOf I A8 A A OF £ LINB LISNI A SaXx
Can we use them for cryptography?



The landscape of Quantum Cyber Security

Honest Adversaries
Parti Full A o > A % w , v
GUET L AbSs RSTFAYAUGAZYEA O0F2NI Ayanl
unforgeability, etc)
Classical Computation .. { Post-Quantum | A New primitives
Classical Communication A New prOtOCO|S
/R A New quantum algorithms that explores the full power of
Hard Security Proof d fOr | Machi
peoblem | | Defintions | | Techniques quantgm adversary (for instance Quantum Machine
Learning)

Small Quantum Device

AT » Quantumly Enhanced
Quantum Communication

Info. Theor. Novel

, Efficiency e
Security Functionalities

Large Quantum Computer

Classical or Quantum — wooeeeeereeess > Quantumly Enabled
Communication /\
Quantum Classical
Infrastructure Infrastructure

Wallden Petros andElhamKashefi"Cyber security in the quantum era&Cbmmunications of the AC82.4 (2019): 121.20.



What does nature have to offer?
(Properties of Quantum Information)



Quantum Superposition and Measurements
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2. Destructive
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SO
|s that good for us
(crypto) or bad for us?

1.

2. If someone measures a quantum states, it can disturb or destroy it

(good/bad)
3. Superpositiont Measurement gives us the notion obnjugate

basis/coding(super good)

e
.

w
Ya
Bit of both



Conjugate basis

Pauli Matrices: I, X, Y, Z

Bloch Sphere /’ |y A basis for qubit operations

@ , Their eigenvectors, are a basis for qubit state
= ) 10y +41)
l“> | Y V2 +> 8 }CP&-“ 9 “\( Stephen Wiesner (1942021)
Py = otloyg pII> = Gesglopre 05
-y e 0) +11) _ _
V2 NP S iz b
Zloy= 0> \X\+>=l+> Bat Xloy=I1y
t"é-> Z 14y =-11> X1=y=-1> X1415= (o)
10) —4[1) s /\ s
VA 4% = o1y + @12
1)
N FEN Memura in Xﬁ> Pr=1 ,P .0 vany 145V Encode in Z basis, Measure in Z baﬁm Deterministic!
Encode in X basis, Measure in X basis

\in 2 —> Po = I/Q_ » Pi.'—'- ‘/Q_ S ¢ |°>/\\>.

Encode in X Measure in Z (or the other way)..  Uniform Dist



No-cloning

Classical
cloning
machine

No cloning theorem 5 A & O2 @S NW&terdayld Zurdkysemedsady 1970 by J. L. Park):
There is no quantum process that can create twofectcopies of arunknownlj dz v (i dzy & aF 0 S

Wootters, William K., an@VojciechH. Zurek. "A single quantum cannot be clonddature299.5886 (1982): 802 n o0 @



SO
|s that good for us
(crypto) or bad for us?

1. +SNE 3I22RH . SOlIdzAaS AG YSIya GKIFIG Iy | RASNEFNE OF )
hide in them? (Many quantum crypto protocols rely oratoning directly or indirectly)
2.



Other flavours of cloning and relation to learning

For quantum states
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Approximate cloning

[1] Bruf D.,Ekert A., &Macchiavello C. (1998). Optimal universal quantum cloning and state estimaloysical review lettey81(12), 2598.

[2] Bruld Dagmar, et al. "Optimal universal and staependent quantum cloningPhysical Review 3V.4 (1998): 2368.

Tomography is a notion of
learning for quantum states

(3

$ A

Relation between state
estimation (state
tomography) and

approximate cloning [1,2]



Before | tell you other properties, we need
to know some more guantum information



Quantum systems beyond qubit

One qubit state lives in a Hilbert space of dimension 2

You can also have adimensional vector in a-dimensional Hilbert space

We can also have n qubits The state of@ubit system lives iq dimensional Hilbert spac&) ¢
.dzi AT 6S KIFE@S y ljdzoAld ofSGQa areée yruuv 0K
so how do we talk about them?

).
Se SI OK KI ¢

Fwo Hilbert spaces and= can form a new @ n ;
Hilbert space  which includes vectors that describes both syster TN eH/)(/ . 14’@ SR
3
A and B
Hag ? - -

dim}[AB = dlm}[A X dlmj'[B

Its basis is built from basis of and-=
How? Bytensor product Ha Q@ Hp = Hyp



General quantum states

The vector representation of the states you saw {beanotation) might not be enough to describe the state of all system

Why?

1. Subsystems ( d))( ()

What else is therein ?

& “'R‘s —> Hn} Vector M\

The other side of the first postulate!

(Wpg> = Lﬁ_ [\@QP> + |C@¢>] < Jng by # 19 by # 192 We need a way to describe
I Pay # 197 P> + 197 the state of subsystems!

2. Ensemble of states

/\ > We need a way to describe mixtures!
gy l . \$oy
N " e Lol. 61.0‘/-

g,y -



General quantum states: Density Matrix Formalism

A density operator is a linear operator p € L(H?): H? — H < with the following properties:

p is Hermitian (or self-adjoint) i.e: p = pT

Tr|p] = 1:p is normalised

Eigenvalues being real, positive and
normalised

p is positive (or more precisely positive semidefinite): p = 0

p can be represented by a d X d matirx

' | )
— ° — = |o oo — 0 | oo @
o) e () p = loeXoe| (z
T2 ) [0)+i[1)
0/ N> Anﬂ%o& : Pure stadon
0) ~ 1)
\@ .
Tntols 2 mmc«l Sjraiib
|0y —i[1) Mewe aﬂ’a‘ 'x.w! atalg 1 | .
m -
/2 I} o mi . -5_-\°X°l+_?:(l>(l\ 5



Subsystems  »pue
\L\JHB>: ‘—*[\0°>+\“>‘) UPA@,: lLb%%q/ae,\

P = TrB L \&\}H%X Q\)% ﬂ Lo = Teq \ £az | —V Reduced density matrix

W"‘) Troce ot &*‘M‘a’ﬁ{_w Q1

For a separable state we have: J)Ars = J)ﬂ @ J)B
This is not the case for entangled states

Quick note about traceYi(o 0 b “Yio 0 O(Cyclic property of the trace)



One density operator to rule them all!

Pure state Mixed state Separable state Entangled state
Yomk 4 \\kt}%q)gl

P =T‘C'Y.I¢;,-Xd(;j\}



What about measurements? (POVMS)

You have seen simple one qubit measurements, which also generalises for observable O

Born Rule:

The measured result for an observable O, on a quantum system |1/ is given by its eigenvalues /
The probability of getting a specific eigenvalue /; is equal to p(i) = (1| P; 1))

or more generally for a density matrix p is given by p(i) = 77| P‘,:/;P;“]

Where F; is the projection onto the eigenspace of O corresponding to /;

We can define more general measurements that are-pojective.

POVM (Positive Operator-Valued Measurement) is the most general class of measurements in quantum mechanics

Definition: A POVM on C% is a set of positive semidefinite (M]- > 0) matrices {Mj}j such that:

7

The probability p; of obtaining the outcome j when performing the measurement {Mj}j is given by: Generalisation of Born Rul

p; = Tr[M;p]



POVM Measurements

What can you do with POVMs?

AN A A .
1. You can measure sifystems: ’\J \) [ SUQa ale ez2dz 2yte gl yu u2z2 °
— B
A M = |0Xo|®1|‘5

0

Miz WXl @ Lo

2. You can also define other interesting measurement scenarios:

/] FaS MY L®Gad 2dziO02YS as HY L®Gaa 2dz002YS/ HAS oY L R2Yy(C

MI -+ Mg_ ~4 M3 = ]—
1 1 L 1
A\, X P B, Ky I-M-My
Then we can optimise the parameters to minimize ‘EKA é _Aa |v 022t LINROt j‘
(KS L R2y Qi 1y26¢ LINRoloAafAaGe|auluS RAAONAYAYIUAZY
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Entanglement and its properties

Maximally Entangled states (Like Bmir or EPR Pair or GHZ state) have some interesting properties!

L

1. There are noitocal correlations between them. These propertie

o)
ngo,/.st
Gnoe
exists in the statistics of the measurements

WO [SG0a t22] ki GKS allaSa 27 GKS Qeay
°© o \Xlll
oo = |EPRXEPRI = \_Z,X\OA,,BKO&.,B\*_ oo XYl + LA gl + LY U

_ S o ° !
Py = Tra (pye) = L [ \eXo], ( O \owl(<a/l>)e+ \\X»)(o/s)é VX [(y(D);X

= L[ texel + 11Xl ],

This is the maximally mixed state!
Has no information!
PG :TrA (99(5) = lz'_ [ )0)(0[ + HXH}%
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3. EPR states (B@lirs) have always maximal correlation, no matter in which local basis you look:

\&:{\_i[\o@ MY = _\6__[\4_% + 1= |

4. Maximally entangled states are monogamoug”

Monogamy of Entanglemenlf two qubits are maximally entangled, then they ararablewith respect
to any third qubit

Par :T;‘E(Par.;ﬁ) = \¢+X<b+\ B =7 Shep = \¢+X¢+\ ® Pe

By knowing A and B are strongly (quantum) correlated, we know that A and B are not correlated with anything else, like E!

This is very useful in security proofs




Distinguishabllity of guantum states

Distinguishing game:
Assume a fixed set of possible statgs ch hg a
Alice chooses one of these statgs Gand sends it to Bob

ChallengeBob to find the index> ph e (Bob can make any measurement)

Theorem: Nonorthogonal pure states cannot be distinguished with certainty

[ SG Q& 1 I-drtkogainad fatey @hg any desired POVM measurements, and see why

I

Mo, 165] <Py # o EoMM B, .MM

Amume diskguobig i polects ) Wy =10y > Pz WIE Py =)

By by p= <DIE, DY =)

8d olso I;E;:'I. = L$IE Y=o Let' write 142 =aidyipldts — (§<¢lf§<¢LDEz(dl¢>+ﬁl$)=°

°¢1<,¢|le¢> + ﬂzllb'l'\E;I'b-L) —o = aq% o !



SAaUAYIdAaaKlFoAfAGE 2F | dzl yidzy

In general, for mixed states, there is a limit on how well you can distinguish them

¢CKAA Ad | TFdzyRFEYSYyidlrt 62dzyR Hoevohodzdy (i d2Y AYF2NXYF GA2Y

Holevo-Helstrom bound: The optimal probability of distinguishing between two density matrices which have
been picked with equal probability, is given by this bound:

1 1
t
Pioe = 5T7 lp1 — p2ller

N

The tracedistance between the states



QKD



Types of security:

Security guaranteed when adversaries do not have the computational power/time to
mpHI Ject wWRq

a) Usually relies on assuming that certain problems are hard to solve (need exponential time)

b) Security may break if better (classical) algorithms are found, or new devices (quantum computers), or much
faster (classical) computers, or given sufficient time.

c) Security could break retrospectively (revealing past secrets)

Cannot be broken irrespective of the computational power of the adversary
BIBANI nIARQWENH2 I Ra! wba WUNSJIWeT 2131+ ¢l ! WRY WeUHAHY2UT WI



OneTime Pad (OTP)

. STF2NB ¢S 3I2 (G2 vyYys5x tSGQa t221 4 F FFLYz2dza Ofl aaAo0l
Bob

ﬁllflr
)
T

N
Y ' a/ 9aw! /[ {§

=01000011010001010100110101010010010000010100001101010011 Eve
K = 10001010100001010100101010101010100101011110101010101000

1. Random N\ .
2. As long as the message as Q

O I' MMAXnAMMm

ct SF1a y2 AYTF2NXIFOAZ2Y 27F Y 0R2Baygulée angprible®d?) s K G 9@S
The protocol isnformation theoretically secure

How do they share the key?




Quantum Key Distribution (QKD)

What if | told you can share long keys relying on guantum mechanics
with aninformation theoretic securibagainstanyquantum adversary

vY5 R2SayQi YySSR FdzZtf |jdzr yidzy O2YLJ

QKD is available today.

You can even do QKD with satellite today!

QKD has forward secrecy




Ingredients of QKD: EE

What do we need to do (the simplest version of) QKD?

Quantum Mechanics!

Ability to prepare qubit statessohpti and s ds
Ability to measure qubits idand X basis

A quantum (insecure) channel to send qubits
Aclassical authenticated chann(®ut also insecure)

abkrwbdE

s
A& -

Eve can perform any qguantum operation and
measurement they want and have unbounded
computational power

So how does it work?

Remember conjugate coding?



First QKD: BB84 Protocol

Introduced by Bennett and Brassard in 1984 ﬁ\ 2 °

N
T

[&)]

NOo ok

Alice picks random pairs of bitszo o }

& chooses the basis:df A (Z@asis or ghpdt, if  pA Z@asis ors O O
() chooses the state within each basishif 7TA O @& &, ifd pA (i Qs G
Alice sends the stream of states to Bob according to above encoding.

Bob for each qubiiQpicks a random bib that selects a random basis (if 0: Z basis, if 1. X basis), and measuf
each qubit in basis separately and records

Bob has pair§ who }

Alice/Bob announce ONLY the basigndw over theclassical authenticated channel

They only keep the bits(and ), in the positions thato  «. These bits will be the shared raw key
Parameter Estimation

They do some classical pgmbcessing to get the very secure key from the raw key.




Key value

Encoding (basis)

BB84 state sent by Alice

. 20Qa aSl adByY
. 20Q4a YS! adz2N®Y
Raw key

YL SY

PO



Key value 0 1

Encoding (basis) 0 1 1 0 1

BB84 state sent by Alice g s « s a Pa s @
. 20Qa aSl adByY 0 0 1 1 0

. 20Q4a YSI adaN®my 0 1 1 1

Raw key 0 X 1 X X

Because whenever the basis match, the measurement outcome is deterministic, Alice and Bob both get the same

Eve knows the bases too, but not the values (values and bases are independes)pEdbability



Parameter Estimation Phase

They choose fraction f of the raw key randomly and announce the bits iiself:to estimate the correlation of
their strings calledQuantumBit Error Rate (QBER)

This can bound the correlation Eve might have too.
# errors in the test bits
i 0 -
LOOY 3
\—, # bits revealed for test

Ifv . 9w K (ptadéed té dassical poprocessing
If OBER > threshoic@bort the protocol, there is too much noise/eavesdropping

This threshold for BB84 is usually 11%.



Why Is It secure? (some intuitions)

What Eve can do?
1. Measure the qubits on her own and tries to guess the bits

BUT: Measurements affect the quantum state, and we can detect amount of eavesdropping and abort if QBER is hig

2. Copy the qubits, keep a copy and use it later to reveal the bits and learn the key

BUT: necloning prevents that!
Even if Eve tries to do approximate cloning, the QBER will be the same

od alSl adNBa (KS |jdoAdT odzi a8y RierkeyiiekddNIcke yS AyaidsShR

Still the success probability is low: Analysing this attack gives a QBER of 25%



Interceptresend attack analysis

Eve does this:

1. Eveintercepts each qubit sent by Alice.

2. Shameasurest in a randomly chosen basis (either Z or X, just like BB84).
3. Then sheesendsa new qubit to Bob, prepared in the state she observed.

- Eve chooses theorrect basiswvith probability’%: In this case, Bob receives the correct state.

- Eve chooses therong basiswith probability 2.
-- Her measurement givesrandomoutcom& aKS aSyRa | NFryR2Y . .yn

Y2probability to get the correct outcome

Ewe

Pryy = Olomrect banin] xd o prLwcons Lasis] x Or| ek gy comeet aufcoma]

—_—

- Dor cach it

|
= L 2L 2

Or in another words, they can detect with 25% probability, QBER = 25%



But should we go over all possible attack scenarios for Eve?

There should be a better way!

What was the key concept here between
the bits of Alice, Bob and Eve?

CORRELATION

»




Quick classical information theory:

Average information produced by a random variable:

o~ e e Binary entropy
00 N1 TG oo D o Al iac p Al A

The amount of randomness of variable Y given the variable X:
"O (IEI) ,,O n |"n "O d)
The amount of information obtain from one variable X by observing another one Y:

(O N A (OJA (O (OJA TN

Measure of how one prob distribution P(x) differs from another Q(xi):

~
1

~

- ” .0 W
O L(w) ]| I(%)



Proof of QKD

Alice: bitstring A; Bob: bitstring B Eve: bitstring Efor any attack she wants to do
We want to quantify correlations. We want:

Mutual information
Oo Do Co DO

So, if QBER low then A,B are more correlated than A,E or B,E.
And Alice and Bob can increase their advantage in the finalgrostssing

Exchange information (classical es02 NNBE OGO Ay 3 O2RSauv G2 YI

Distil shorter key completely secret from Eve (use universal hash functions to amplify
privacy)



Proof of QKD: continued

We are going to bound the error by a quantity called secret key rate, R which will be:

ol —>Average error in the Z basis
(1 — h(ep) — h(ep))
N\—___—TAverage error in the X basis

Rppg4 =

N | =

Note: | made a few simplification assumptions here, the actual expression is more complicated (ideal detection,
post-processing, asymptotic limit)

If we assume symmetric error: the errors in different bases equal and equal to the @QBERY 'O we get:

1

2

2 K iQa GKS fFNBRSalu 5 WNgggg.gfﬁ(ﬂg gég,g\;ngl-_—_@.a NTH KT, S
el

ReBss = = (1 — 2h(D))




Proof of QKD: continued

1
To get this expression we use mutual information &tudevobound: RBBg4 = > (1 - h(eb) - h(ep))

R = _15(1((:\-.3) ~(aE))

Eve has a quantum state and a classical random variable, we need to construct giucassioal ensembleJ
Then quantify how muchnformation is accessibthrough such quantuntlassical states

s

Iacc(F) < X(F) NNy Holevoquantity

The maximum amount of information
extractable from a single qubit!

The full chain of bounds:

S(A: E) < hee(F) < x(F) = S(0€) — 3 (h(es) + h(ep))



Proof of QKD: shortcomings

This is an old proof, firgeally formalsecurity proof of QKD
But it has potential issues:

1. We made some assumptions to simplify (perfect measurement and preparation)

2. ¢KS LINB2TF R2Say Qikey&gmeGasymptotig RIatibns)A Y FAYAGS

3.LGQa y20G O2YLRaloftsS 602YLRaloAtAGe A&a | yAOS ONELI:
4. We consider the best attack to hed, one can also consider collective (coherent) attacks

5. ¢t KSNE | NB &a2YS LI agaselindlatcounfiossy-chahriel, darks counts doybipliiting)

There are more novel proofs of QKD, that solve most of these problems



£y
", THE UNIVERSITY (\)}"]:'D[NBURGH

@ informatics

] =1

Quantum Software Lab

Quantum Cryptography (Part Il)

Mina Doosti

CEMRACS Quantum Summer School

CIRM (Centre International de Rencontres Mathématiques), Marseille

July 2025



Outline:

A Other QKD protocols and modern proofs

A Quantum cryptography beyond QKD: What else it there?

A Quantum Money

A Bit Commitment

A Quantum Coin Flipping

A Quantum Cryptography with hardware/physical assumptions

A Quantum Cryptography with minimal quantum assumptions



More QKD Protocols

There are several QKD Protocols:&8ix I §S LINRP (1202t X . dH LINR G202t X
CKSNE INBX |fa2 vY5 LINRG202f a K Il-indegertdat pRopghl@)i Yy SSR {2
We want to look at (by Bennett, Brassard, Mermin): Also knowrtas

Alice and Bob share copiesof maximally entangled states (EPR pairs)

1. Alice measures her qubits in a random basis 1. Bob measures her qubits in a random basis
2. She obtains measurement outcome §=o o>, [+> 2. He obtains measurement outcome
3. Stores the pairs §{, ®)} i::i LS 3. Stores the pairs {{, w)}

¢KS NXad Aa tA1S ..ynX



BB92: Intuition and ideas

Remember properties of maximally entangled states?

+
P = 51100 1o + 113, 140 = =] raltrg + =iy

The maximally entangled state produces the same correlation as conjugate endedoging

1 f a2 Y2y23FryYe 2F Syidly3atSYSyid SyadzaNBa K|

CNRY GKS LRAYO 2F OASg 2F |y | ROSNEFINBEZ (KS LINRPG202f

So to do the proof of BB84, we first prove the security of BB92, and then we makadion to BB84



A largely self-contained and complete security proof

COmpOsable pr(')()fs Of QKD for quantum key distribution

Marco Tomamichel® and Anthony Leverrier?

A They dO the prOOf based On entrop.mcertalnty |nequallt|eS 'Ce..m’e f(.)rQuantum Software and Information, University of Technology Sydney, Australia
A That will allow them to use composable security framework | "

(composable: if you combine the QKD with something else, it ;”'” S e
NEYI A y. a aSOdzNEBE o s 2dz R?2 y Qu y. S 9 o https://doi.org/10.22331/q-2017-07-14-14
One can us@bstract Cryptography (AG) Universal Composability] <=~ SRR 13 T

(UC) AC is nicer in guantum

A Some specific entropic quantity allows them to go around the
asymptotic problem and have a proof for finkey-size regime

A They really capture all the assumptions they can (nothing has ()oovm E
been put under the rug!)
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Quantum Key Distribution (QKD) and Quantum Cryptography (QC) The debate over QKD: A rebuttal to the NSA's
objections

HOME > GYBERSECURITY > QUANTUM KEY DISTRIBUTION (QKD) AND QUANTUM CRYPTOGRAPHY QC

Renato Renner!? and Ramona Wolf!?
Synopsis

NSA continues 1o evaluate the usage of cryptography solutions to secure the transmission of data in National Security Systems. NSA does not recommend
the usage of quantum key distribution and quantum cryptography for securing the transmission of data in National Security Systems (NSS) unless the
limitations below are overcome.

Linstitute for Theoretical Physics, ETH Zurich, 8093 Zurich, Switzerland

What are Quantum Key Distribution (QKD) and Quantum Cryptography (QC)? 2Quantum Center, ETH Zurich, 8093 Zurich, Switzerland
Quantum key distribution utilizes the unique properties of quantum mechanical systems to generate and distribute cryptographic keying material using
special purpose technology. Quantum cryptography uses the same physics principles and similar technology to communicate over a dedicated
communications link. Published theories suggest that physics allows QKD or QC to detect the presence of an eavesdropper, a feature not provided in

standard cryptography.
Quantum-resistant algorithms are implemented on existing platforms and derive their security through mathematical complexity. These algorithms used in A recent pllbllCﬂ.thD by the NSA ﬂ.SSESSlI'lg t.hE usablhty Df quantum cryptography
cryptographic protocols provide the means for assuring the confidentiality, integrity, and authentication of a transmission—even against a potential future has generated Signj_ﬁ_cant attention conc]_ud_ing that this techno]_ogy is not recommended
quantum computer. The National Institute of Standards and Technology (NIST) is presently conducting a rigorous selection process to identify quantum- . _, - . .
resistant (or post-quantum) algorithms for standardization’. Once NIST completes its selection process, NSA willssue updated guidance through CNSSP- for use. Here, we reply to this criticism and argue that some of the points raised are
15. . - - .
unjustified, whereas others are problematic now but can be expected to be resolved in
Understanding the QKD/QC story the foreseeable future.

Quantum key distribution and Quantum cryptography vendors—and the media—occasionally state bold claims based on theory—e.g., that this technology
offers *guaranteed” security based on the laws of physics. Communications needs and security requirements physically conflict in the use of QKD/QC, and
the engineering required to balance these fundamental issues has extremely low tolerance for error. Thus, security of QKD and QC is highly implementation-
dependent rather than assured by laws of physics. Although we refer to QKD only to simplify discussion below, similar statements can be made for QC

Technical limitations

Quantum key distribution is only a partial solution. QKD generates keying material for an encryption algorithm that provides confidentiality. Such keying
material could also be used in symmetric key cryptographic algorithms to provide integrity and authentication if one has the cryptographic assurance that
the original QKD transmission comes from the desired entity (i.e. entity source authentication). QKD does not provide a means to authenticate the QKD
transmission source. Therefore, source authentication requires the use of asymmetric cryptography or preplaced keys to provide that authentication.
Moreover, the confidentiality services QKD offers can be provided by quantum-resistant cryptography, which is typically less expensive with a better

understood risk profile. _
=
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. . . . distinguish whether a message she receives is from him or from an adversary Eve (E) who prefends to be B (left
Authentlcatlon Comes W|th a prlCE! figure). Any authentication scheme (classical or quantum) must rely on something that breaks the syrr!metry
between B and E (from A’s viewpoint). This could be a pre-shared secret s held by A and B (middle figure).
Alternatively, A could rely on a trusted third party (T) who can distinguish B from E, which requires some initial

authenticated connection between A and T (right figure).

No initial information: Pre-shared secret s: Trusted third party:

To o o



Authentication for QKD

There are several ways to do Authentication for QKD (and other quantum protocols):

1. Using secrekey methods: Message Authentication Codes (MACS)

2. Using publikey methods: Signature schemes

3. Having a trusted third party
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You need a share key (but smallf-=

You only need it once! If you do
QKD once you can use part of \/
the key for next authentication

You can still get IT security

No need for extra key ‘/

But the security is computational, so it
will reduce the security of QKD to
computational as well! (authentication
will be the weak link) oo
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Quantum Cryptography Beyond QKD



What else can you do on quantum networks?

There is a zoo of quantum protocols

Version 2.0 will be out soon!



